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1 Introduction

1.1 Document Purpose

The purpose of this document is to provide the Back-Office and Virtual Terminal users with assistance in performing
the tasks that can be processed in the application.

1.2 Logging In

Having accessed the application’s URL, the username and password are required to access the system.

Please sign in

LisEname

Login

The user can also select a language from:

English
German
Greek
Hungarian
Italian
Spanish

By clicking on the eye icon in the password field the user can see the actual password, rather than the dots. This can
be used if difficulties are encountered when entering the password.

If an invalid username and/or password are entered a message appears informing the user.

Invalid username and/or password

On successful login, the default landing page is the Transactions menu item, and the menu is shown to the left of the
application screen.

£ | PAYMENTS
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Menu items are clicked to reveal the functionality of each menu option.

Welcome
. bpt_oshean

Transactions

Take payment

Wioid

Capture

Refund

Select reporis
Settings

Help

Terms. and Conditicns

Logout

)

The currently selected option is indicated by the green bar to the right of the wording.
A menu option can be selected at any point in the processing of a menu option.

If this is done, all work done/progress in the previous option will be lost.

Page 6 of 57
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2 Transactions

The primary purpose of the Transactions page is to enable the user to find a transaction, so that the detail of the transaction can be displayed (see section 3 - Transaction
Details).

The Transactions page is the default landing page after successful log in.

. bpt_oshean : Tra ﬂ Sa CtIO n S

Order ID: Customer Name: Status: Date:

+— Transactions

ord Customer Name Select statuses Date g
# Take payment
Amount: Currency:
Void
Capture
Show 10 v |Entries
2018-07-30 08:23:55 testiPG w3QdwXysGHbHhrkDy4r Verifieds, 1800158848330550 €0.10 €01 VOID
Select reports m e
m 2018-07-26 13:29:57 rebecca Y2rLchZNhO8H2lvgO 1Mp Nigel Farage Ve 1800158848330550 €0.10 €01 1 CAFTURED
{6} Settings m 2018-07-26 13:28:00 testRebecca dbiSQRIZ4Q2PeJFrugAd VISA  7389506739431111 €1.00 €1 1| '  DECLINED
. m 2018-07-19 13:01:16 T2wwXeOYdFecm9xdCWOGH | KPn5hiuZmYm3DHmhzWE = 4669004554605774 €5.00 €5 1 COMPLETED REFUND
1 Help
m 2018-07-19 13:01:09 UOhI2ZwGmBwBO7TMMh.Jb8g qzukZ4bzXBJUGYPZpJQE = 4669004554605774 €445 €4.45 1 COMPLETED REFUND
Terms and Conditions m 2018-07-19 13.01:05 G4053uBpgLMNYdrS eMYnxgAIDgbU361hjFKU = 4669004554605774 € 6.55 €655 1 COMPLETED REFUND
m 2018-07-19 13:00:56 JKADIIgFbAONOSICwel5 4Dkal EULnewE2GPY 3 4669004554605774 €0.95 €0.95 1 COMPLETED REFUND
= Logout
m 2018-07-19 12:57:38 4 p2Z960MhUlyWQBABxitt Robert Nemesics o2 8151 €20.00 €20 4 VOID
m 2018-07-19 12:57:32 IPGlest wZgqtmoRUBUo7kPdOs8sh Robert Nemcsics ""'v','ﬂ 8089450051288577 €10.00 €10 1 VOID
m 2018-07-19 125728 IPGlest Pxz51nwCOAXb4clgogSp Robert Nemcsics ""'v‘,-s"‘n" 8089450051288577 €9.00 €90 1 VOID

First F"eviqu 2 3 4 5 . Mext  Last

PAYMENTS
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The Transactions screen has two parts:

e Search Parameters: used to find a specific transaction, or a set of transactions based on search criteria
e Transaction List: which shows the results of the search based on the search parameters

The initial or default state is the most 10 recent transactions for the all customers for the Merchant, in all currencies, for all amounts, and transaction
statuses.

=

Each line in the Transaction List has a View button in the left column.

Clicking the View button will open the Transaction Details to show more detailed information about the order.

Order ID: Customer Name: Date:
Customer ID: Amount: Currency:
batwsen ~ Select currencyfies) m
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The Search Parameters allow the user to find transactions based on criteria type into the fields:

Parameter Conditions

a transaction based on a known Order Identifier

all transactions where the Order Identifier has a similar pattern of characters — Approximate String
Matching, e.g. “abc” will return all values that contain those letters, e.g. “efg123abc456” and “abcdef”;

Order ID: the more defined the entry the more accurate the search results
the Order ID parameter is used on its own, when input begins all other parameters are disabled
the Order ID parameter is disabled if input begins in any other parameter
all transactions for a customer based on a known Customer Identifier
Customer ID: all transactions where the Customer Identifier has a similar pattern of characters — Approximate String

Matching, e.g. “abc” will return all values that contain those letters, e.g. “efg123abc456” and “abcdef” ;
the more defined the entry the more accurate the search results
all transactions for a customer based on a known Customer Name
if several customers have the same name, all of them will be shown in the list
Customer Name | all transactions where the Customer Name has a similar pattern of characters — Approximate String
Matching, e.g. “eva” will return all identifiers that contain those letters, e.g. “Richard Evans”, “Eva
Perone”, and “Stevan Kurmski”; the more defined the entry the more accurate the search results
all transactions for a singular amount or a range of amounts, options offered are:

e Between: two values are entered to give an inclusive range of values

e Equal To: a single value

e Not Equal To: a single value

Amount e Less Than: a single value defines an exclusive range of values less than the value entered
e Greater Than: a single value defines an exclusive range of values greater than the value entered
Currency is not a consideration for the Amount parameter. An “Equal To 10” search will return £10 and
€10. To narrow the search the Currency parameter is used
all transactions at a single status or several statuses
each Status value must be chosen separately, by clicking in the parameter field
the available values are:
e CAPTURED
e COMPLETED REFUND
e DECLINED
Status e  ERROR

e INCOMPLETE

e NOT SET FOR CAPTURE
e SET FOR CAPTURE

e SET FOR REFUND

e VOID

all transactions of a single currency or several currencies

each Currency value must be chosen separately, by clicking in the parameter field

Currency the list of available currencies is limited to those that are traded in

The values shown are the ISO 4217 Currency Codes. The full list is published by the International
Organisation for Standardization.

all transactions for a date range for the Authorisation Attempt, a From and To date are selected

one day can be selected by selecting the same date for From and To, this can also be achieved by double
clicking a date

a range of dates can be selected immediately by clicking and holding on the first date, then dragging to
the desired To date, selecting all intervening dates — this is equivalent to click on the From date, then
clicking on the To date

Date

PAYMENTS
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When the search parameters have been entered the Search Button should be clicked.
The Search Button does not always need to be clicked. For the Order ID, Customer ID and Customer Name, after 4

characters have been entered and there is a slight pause in typing the application will refresh the list.

The Clear Button is used to simply clear the search parameters. It does not reset the Transaction List to its initial or
default state.

To reset the Transaction List to its initial or default state, i.e. clear the search results, the user must click the
Transactions menu option again.

PAYMENTS
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Show| 10 v Entries

ED

2018-07-30 08:23.:55

2018-07-26 13:29:57

2018-07-26 13:28:00

2018-07-19 13:01:1

=)

2018-07-19 13:01:08

w

7]
=
2

2018-07-19 13:01:05

2018-07-19 13:00:56
2018-07-19 12:57:38
T

2018-07-19 12:57:28

testiPG Iw3QdwXysGHbHhrkDy4r “isa 1800158848330550
rebecca Y2rLchZNhO&HEIvgO1Mp Migel Farage Voo 18001538848330550 €0.10 €01
testRebecca dbiSQORIZ402PeJFrudAd VISA 7389506739431111 €1.00 €1
T2wwXeOYdFecmOxdCWOGH | KPnShiuZmYm3DHmhzWE 3 4669004554605774 €5.00 €5
UChI2ZwGmBwEO7MMnJb8g | qzuKZ4bzXBJUGYPZpJQE ﬂ 4669004554605774 €445 €445
G4053uBpgLNYdrSWZwid eMYnxgAIDgbU361njFKU o2 4669004554605774 €6.55 €655
jKADIIgFbAONOSTCwe35 4Dkal EULnewE2GPW:. e 4669004554605774 €0.95 €0.95
4 p2Z96oMhUlyWQEABxIt Robert Nemcsics = 2151677365447384 €20.00 €20
IPGtest wZgtmoRUBUo7kPdOsgsb Robert Nemcsics Voo 8089450051288577 €10.00 €10
IPGtest Pxz51wCOAXb4c0gogSp Robert Nemcsics VerEed: 8089450051288577 €0.00 €9

The Transaction list shows the following columns:

CAPTURED

ml' | DECUNED
COMPLETED REFUND
COMPLETED REFUND
COMPLETED REFUND

COMPLETED REFUND

Column Description Search Parameter
Action for each record, a View button is available to show the Transaction Details

Auth Attempt The date and time authorisation for payment was sent Date

Customer ID The customer identifier in the merchant’s system Customer ID
Order ID The order identifier in the merchant’s system Order ID
Customer Name The name of the customer recorded in EVO Payment Gateway’s database Customer Name
Card Type The type of card used in the transaction

Account/Token PAN

The token for the 14 or 16 digits number code of embossed on a bank or credit card and encoded in the card's magnetic strip.

PAN identifies the issuer of the card and the account and includes a check digit as an authentication device.

. . . L . Amount
Amount The currency and total amount of the transaction, including order amount, taxes, shipping and any discounts Currency
3D Sec. Whether 3D security was applied to the order
Status The current status of the transaction Status

Page 11 of 57
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At the top left corner of the Transaction List above the Action column, the number of transactions shown can be
changed to 10, 25, 50 or 100.

Entries

Actior

First P'rE'.-':_snz 3| 4| 5 ..  Mext| Last

On the right of each column header is a down arrow. Clicking this enables the user to sort the column in ascending
(AtoZ,1,2,3..)ordescending (Z—A, ...3, 2, 1) order.

m— - o

testiPG |z Sort f"—'.s-:sencln[_:l:'II w3

heccd = : Y2
JELEET IF Sort Descending  '<'

testReb ) dbit
% Hide column

P2vwwXew rurumzauvcvwwon | KPr

When the sort order is selected an arrow appears by the column name indicating the sort direction; up for
ascending, down for descending.

Clicking on the column’s sort menu again will see another item “[MISSING]”. Clicking this will remove the column
from the sorting and the list will be refreshed.

Customer ID & o m

%
0Cbev7| |z Sort Ascending— 9b

OVPKI? 1= sort Descending | 7 2°
OVPKIT . L2F
®x [MISSING]

Oc1sEfc Too
% Hide column
0T — NIP

If no columns are chosen to be sorted, the default state is assumed where the listed is sorted in ascending order by
Auth Attempt.

A single click on a column header will cycle through ascending, descending and no sort. Initially, if the column is not
sorted it will be sorted in ascending order.

PAYMENTS
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2.3.5 Hide Column

The last item on the Column Sort menu will Hide a column from the list. In the example below, the Customer ID column has been hidden:

Show| 10

v | Entries

- Customer 1D ﬁ

0Cbev? | Sort Ascending

OVPKT =

OVPKIT

»* Hide column

Nc1sEfgnuesws nreeme

Sort Descending

%1 b

7Dt

L2F

foc

2018-05-23 12:08:00

2018-04-10 19:21:52

2018-04-10 19:00:51

2018-07-19 07:29:15

2018-01-22 14:58:09

20170113 12:02:34

2018-07-05 12:02:20

2018-07-05 13:17:15

2018-07-05 13:17:00

2018-07-05 13:12:15

fab3911G412115y5HYa
7DOYIRI104XJKRSKgkQg
LZ2P-6x6YWKChKlawRGtQR6i-pa_1
Toone3ygPQ0gnolkKzbUz
MIPG2-1516629413_000000293

Ac1bD1JZINM 1XkyJB62v

demo-1530781319365

demo-15307385323974

demo-15307853038412

demo-1530785518806

Page 13 of 57
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Mick Butler

Migel Farage
Migel Farage
Migel Farage

Migel Farage

-

P

L

Werthed oy
VisA

VISA
VISA

Venifiad iy
VisA

VISA

VISA

738950

466900

466900

537436

738950

738950

130015

269126

738950

738950
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3 Transaction Details

ED

The Transaction Details page shows the detail of a single transaction. The page does not exist as a menu option, so no item is highlighted on the left of the page.

For an explanation of the fields shown on the page see the Glossary.

= Transaction Details

Converted Amount € 15.55

Conversion Rate 1

Order: €15.55

Tax: €0

Shipping: €0

Discount: €0

Description: [2018-05-23T 10:058:03] transaction finished. ERROR: -8024 Emror response from Payment Provider: 56 - Mo card record

[2018-05-23T10:08:00] transaction created: CreditDebitCards

JPMORGAN CHASE BANK M.A.

VISA

*%k *kx* L11Ll

Transaction Key Details
Order ref.: fIb3911 G4121K5y5HIa
Related Ref: MNiA
Created: 23/05/2018 12:08:00
Type: MOTO
fimount € 15.55 x

DECLINED

Transaction History

+0 minute created
+0 minute auth attempted
+0 minute rejected

Ref.: 0Cbev7ISiBEy2ZMeWwqsT

(orm [ o |
Fraud Prevention

Secure Payment:N/A

Merch Ref:

MName:

Country-] | Ircland

Phone:h/A

Email: N/&

Born: W/A

Comments

MrA

Billing Address

MiA

I I Ireland

Shipping Address

MiA

1 I Ireland

Customer Address

MiA

1 1 Ireland

Operators

Authorized by-bpi_oshean

Captured by:N/A

Voided by:MN/&

Refunded by:-N/A

Page 14 of 57

30 secure result:hN/A

AVS resultN/A

CAVV result:N/A

CVVZ resuli-hi/A

ECI:  NiA

XD: MIA

Location match:IP country (Gl) does NOT match shipping country (IE}

Geolocation & IP: 85.115.155.209

Moor |J h Castle

Rock of

Gibraltar
Gibralta b
Upper Rock +

Mature Reserve

@ cahle Car Tan Statian

Google

Back fo Search
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3.1 Available Actions

3.1.1 Print Button

The Print Button, located to the top right of the page, will activate the browsers print function.

3.1.2 Save Button

The Save Button, located to the top right of the page, will allow the user to save the details as a PDF file.
3.1.3 Back to Search Button

The Back to Search Button, located at the lower right of the page, will return the page to the previous page. The
pages will retain their configuration, when the View button was clicked.

3.2 Transaction Key Details

Transaction Key Details

Order ref.: Bb391G421L5y5HIa
Related Ref: MIA

Created: 23/05/2018 12:03-:00
Type: MOTO

fmaunt €15.55
Converted Amount € 1555

Conversion Rate 1

Order: € 1555

Tax: €0

Shipping: €0

Discount: €0

Description: [2018-05-23T10:08:03] transaction finished. ERROR: -2024 Emor response from Payment Provider: 56 - No card record.

[2015-05-23T10:05:00] transaction created: CrediiDeiCards

JPMORGAN CHASE BANK NLA.

VISA

xxx* 111l

The Transaction Key Details section shows the principal information about the order, the references, creation date,
amounts, card details as an image, and the current status. The Order Ref is that recorded by the Merchant.

3.3 Transaction History

Transaction History

+0 minute created
+0 minute auth attempted
+0 minute rejected

The Transaction History shows the steps in the Payment Process that the transaction has been through. The list is in
descending, chronological order.

f  PAYMENTS
Page 15 of 57 A division of [ENJD EARHR



3.4 Customer & Address Details

Ref.: 0CbevTIS{BEy2MeWwgsT

Merch Ref.:

Hame:

Country-]] | Ireland

Phone: /A

Email: N/A

Born: N/A

Comments

| 5

Billing Address

MIA

I I Ireland

Shipping Address

MIA

I I Ireland

Customer Address

MIA

I I Ireland

The Customer & Address Details shows information about the customer. Two references are shown: Ref is
the Customer ID in EVO Payment Gateway’s database, Merch Ref is the merchant’s identifier, stored in their
database.

3.5 Operators

Operators

Authorized by:bpl_oshean

Captured by:M/4,

Voided by:MN/A

Refunded by:}/4,

Operators shows the users in the merchant organisation that have interacted at key points in the transaction’s
history. It provides a basic audit trail, if needed.

£ | PAYMENTS
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3.6 Fraud Prevention

Fraud Prevention

Secure Payment: KA

3D secure result:hfA

AVS result-MN/A

CAVV result-M/A

CWW2 result-MiA

Location match:IP country (Gl) does NOT match shipping country (IE)

The Fraud Prevention shows the results of the checks that the EVO Payment Gateway have performed on the
transaction.

3.7 Geolocation & IP

Geolocation & IP: 85.115.155.209

~ - by

Map il 2 fe

M:_:o’ln Castle

O Rock of
Gibraltar

Upper Rock -+
Nature Reserve

Q Cahle Car Tan Station

Google

The Geolocation & IP show the location of the transaction pictorial in Google maps, and shows the IP Address of the
device that took the payment.

This can be used as a basic fraud check or to highlight a potentially suspicious transaction.

--------
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)
4 Take Payment - Terminal Online

The Take Payment — Terminal Online option enables the user to take a payment from a user remotely, either over the telephone or when authorised via an email, mail
order, or similar communication.

Payments can be made without or without the CVV number on the card.

The first step is to determine whether the customer is a returning customer or new to the organisation.

Existing customers can be searched for in the next step, when the “Existing Customer” option is chosen.

o Terminal

Plesse, select a customer type

&+ New Customer Q, Existing Customer

If the payment is to be taken from an existing customer, the user can search for and select that customer on the screen.

388 Existing Customers

Customer ID: | Cusfomer iD Customer Name: | Customer Nams Customer Sumame: | Customer Sumame

Phone Number: | Fhome Number Email: | Email Order Date Range: | Dale [

Show| 10 v | Entries

m Customer ID ™ | Merchant Referance. " Phone Numbar - m Last Order ID * | Last Order Date ¥ | Latest Address ¥ | Latest Bil. Address (latest billing address) ™ | Latest Shp. Address (latest shipping address) ™ | Total Orders ¥ |Total Refunds >

The customer can be found using the fields available. Partial searches are supported so that a list of customers, that satisfy the search parameters, is shown in the list. The
required customer can then be selected.

PAYMENTS

Page 18 of 57



3 Existing Customers

Customer ID:

Customer Name:
Phone Number:

Show| 10 v |Eniries

John

Customer Sumame:

Order Date Ranpe:

B pjROQXp03ndRE. .. John Do

SELECT [EREETY 21345678 john.meilak@gmail.cam
123testm john.meilak@gmail.cam
dnDknFyE1SMwO.. john@my kiwi

EETl | 2281ehiNOSkXXKLD... 12345078001234507..
SELECT mmgk john bugg

SELECT aaadfff johny brawe
CUSTOM_CUSTOME John Bohn

KGECCmWTWpnLSGC ..

SOBwgIbc 4PN

demo-1487106033134

3

OOl 0dim

Hi eaiS0cEmDaAE Y2

kAol T Ony...

GEQSIU. .

Hungary (HU),

2017-05-04 08

Malta (MT), Mosta, Main Sireet, 1

2017-04-0:

Maita (MT),

2016-08-28 11:44:10

on (GA), dog, af, de

Bahamas (BS),

20168-01-27 15:27-22

. d-Dar,

Hungary (HU),
Malts (MT), Mosta, Main Strest, 1

Malts (MT),

n (GA), dop. of. ddd. 4, 3. ga

Bahamas (BS),

. Id-Dar,

If the customer cannot be found, the user must click the Terminal Online menu option, again, and select New Customer.

If a customer is found, click the Select button in the relevant row (go to section 4.5 Step 4 — Payment Details).
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Hungary (HU),

Malta (MT), Mesta, Main Street, 1

Malta (MT),

Bal

hamas (BS),

on (GA), dpop, pf. ddd, 4,

. Id-Dar,

250.00

1.00
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When the “New Customer” option is chosen, the user must first enter the customer’s personal details.

o Take Payment - For a new customer

* Customer ID | C' Generate Customer 1D 0

First Hame

Last Name
Document Type - Sefect type -

Document Humber

Phone Number

Email

Date OF Birth

[ [}

A Customer ID must be entered or generated before the rest of the customer’s details can be entered.

Users that have their own, internal customer management system may want to store their own Customer ID, from that system in the EVO Payment Gateway database,
such as Account number/ID. In this case, that Customer ID is input or copy & pasted into the Customer ID field.

* Customer ID vaulzl C"Eensra'.e Customer ID OO

DO NOT CLICK the “Generate Customer ID” box, as it would overwrite the value that has been input.

If this has been done, by accident, then simply unclick the “Generate Customer ID” box to clear the field, and re-enter the Id.

PAYMENTS
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4.3.2 Generate a Customer ID

0]

If users do not have their own customer management system or are not concerned with storing their Customer Ids in the EVO Payment Gateway database, a random
Customer ID can be generated by ticking the box.

sr5Jedf AATK LgoyjLtL

4.4 Step 3 - New Customer Addresses

Customer Address

Fiskds marked With 3 * are mandtory

Customer Address

Houss Name

Houss Number

Fiat Number

Straat Nama

cy

Post Code

Fiat Number

Straat Hame

cry

District

Post Code

Ia Shipping Address Different? | ves n

s Billing Addrsss Differsnt?| ves n

CGenara:e Eu5tcmerIDH

Billing Address

House Name
House Number
Fat Number

Streat Hame

(- [t

If the Customer, Shipping and Billing addresses are the same then only the Customer Address needs to be completed, the details will be auto-populated from the Customer
Address fields. If not, change the Yes/No buttons accordingly and complete the details.
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4.5 Step 4 - Payment Details

This step is reached after either:

e The New Customer entry process (see sections 4.3 and 4.4), or
e Selecting an existing customer (see section 4.2)

Here the details of the transaction are entered. Primarily, the amounts and the destination of the funds.

Customer - Payment Details

Payer Transaction Preview
Iz Payer zame as Cuslomer? Mo

Payment Amount/s & Currency

! *Trangaction Type *Currency

Purchase v GBP v
*Brand *Bank MID
[ Select a brand W l l Select a Bank Mid b4 SALE
Process without CVV? | Yes “ GBP - 0.00
* - Customer address:
Order Amount Shipping Amount United Kingdom
[ — ] Billing address:
Tax Amount Provige Discount Hungary
Shipping address:
Hungary
Total Amount
0.00 2017-07-10 11:54:43

Customer Ref. xiBpjROGXvg03ndR3NVIM

Order ID:
Total amount must be greater than or equal to 0.10

If the details of the payee are different from the customer of the transaction, then the personal details of the payee must be entered.

Here is where it is determined whether the CVV number is to be entered, by clicking the Yes or No box. This affects the appearance of the next screen, see below.

- PAYMENTS
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Customer - Payment Details

Fields marked with a * are mandatory

Payer Transaction Preview
Is Payer same as Cusfomer?| Yes m

First Name Last Name

Document Type Document Number

- Select type - ~
Phone Number Email

Please include country or area codes

SALE
Date Of Birth Customer Id (if registered)
GBP -0.00
=
Customer address:
United Kingdom
Payment Amount/s & Currency Billing address:
Hungary
* " 2
Transaction Type ‘Currency Shipping address:
Purchase v GEP W Hungary
“Brand *Bank MID 2017-07-10 11:54:43
Customer Ref: }iBpjROCXvg03ndR3NVM
I Select a brand v l [ Select a Bank id v ]l p—
Process without CVV?  Yes m
*Order Amount Shipping Amount
" 0.00 l 0.00
Tax Amount Provide Discount
aoo 000
Total Amount
0.00

Total amount must be greater than or equal to 0.10

When the Payee details (if required) and the Payment Amounts have been completed, click the Proceed to Payment button to enter the payment card details. The bottom
of the screen will expand to allow for card details entry.

¢ | PAYMENTS
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Customer - Payment Details

Fields marked with a * are mandsatory

Payer
Is Payer same as Cuslnmer? MNo

Payment Amount's & Currency
*Transaction Type
Purchase

*Brand

2 - Test product for CC payments

Process without CWW?  Yes n

*Order Amount

100.00

Tax Amount

17.50

Total Amount
117.50

Total amount must be greater than or equal o 0.10

Your account will be charged 117.5 GBP fo: Teat Merchant

card number

wahid from

name on

*Currency

GEP

*Bank MID

21249872_MOTO EUR test bankmid

Shipping Amount

5.00

Provide Discount
5.00

a

Page 24 of 57

Change Amount

Transaction Preview

SALE
GBP - 117.50

Customer address:
United Fingdom

Billing address:
Hungary

Shipping address:
Hungary

2017-07-10 11:54:43
Customer Ref: xiBpjROQXvgD3ndR3Mvi
Order ID:

¢ ) PAYMENTS
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If the “Proceed without CVV?” box has been left as “No”, then the card payment will require that the CVV number is entered:

o

Otherwise, the CVV field will not be shown:

N.B. If the payment is to be taken without CVV and the “Yes” box was not clicked, clicking the “Change Amount” button will allow the user to correct this.

Page 25 of 57
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4.6 Step 5 - Transaction Result

Customer - Transaction Result

& Print
Your Transaction Has Been Approved
Email Transaction Receipt
Email
anemail@hotmail.com n
SALE
GBP - 10.00

Billing address:
12, A House
1

1144

Lefcstershi
0044123456789

Shipping address:

Lefestershire
0044123456789

2017-07-10 13:28:30

Customer Ref. 1kNtWgdKndyfdSuorCP8
Order ID: gEiHeMByVayoJ6PynDI2
Auth. code: Approv

Back to Home: Make New Payment

On successful payment, the user has four options:

1. Print the result page using the print button in the top right, this uses the browser’s default print function

2. Email the Transaction Receipt to the email address supplied by the customer, on clicking the email icon !I, the user will receive the message “Receipt sent
successfully” if the email was sent.
The user is able to change the email address if required, e.g. if the original address was entered incorrectly, or the user requested the receipt go to a different
address, that of the payee where the payee was different from the customer

| PAYMENTS

INTERRATIONAL
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Transaction Receipt for Merchant "Test Merchant™  nboe «

Ink2pay@inisliigantpayments.co.uk

b |

Transaction Receipt

Menchant Mame: Test Marchant

Customer D 1kNtWgdRndyfdSuceCPE

Order 10: gEiHeMByWByalGPynDI2

Payrment Date:

Card Type: VISA CREDIT

Card Last 4-digits: 1111

Acuirer Transaction 1D: TA4EFE05ABSC4OTCOBAS4FEFAFIE5083

Payment Ameount: GEP 10.00

3. Back to Home button takes the user to the Transactions screen, the system’s default screen
4. Make New Payment button takes the user back to Step 1 of the Terminal Online process (section 4.1 Step 1 - New or Existing Customer)

Page 27 of 57

PAYMENTS

INTERRATIONAL



D
5 Take Payment - Link To Pay

Link To Pay facility allows the merchant to create a temporary payment webpage that allows the customer to
securely pay for the goods or services provided.

When the merchant selects the Link To Pay option (see the diagrams below):

e The merchant enters the company details

e The merchant can set custom messages the will be embedded in the temporary payment page:

e The merchant enters the items and payment details that will be shown on the temporary payment page
e The email content can be enhanced with additional text

e Once the items have been entered the merchant creates the payment link

e The final step is to enter the customer’s email address and send the email

When the customer receives the email:

e The customer must click the link to the temporary payment webpage; the page has an expiration date which
is displayed in the email

e The customer can review the items for which they are being billed

e Inthe payment page they must select their billing country; and can select not to receive a receipt

e Areceipt is automatically sent unless the customer chooses not to receive it

e When the customer clicks the “Proceed” button a PCl Compliant Payment Form is displayed for the customer
to enter the payment card details to complete the purchase

PAYMENTS
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% Link To Pay

Fleds marked Wik 8 S manceiry

& Company details

“Trading 4s Name

Logo: (Max size S0KD, 3000300}
“Cusfomer Service E-mall
Customer Service Telephone

Other Contact Detslle

i Link page details

Test hdeschont

emal@yeurcompany. com

+44 (1123 1234567

BA shaw Iogo

“page tifle: Iyriad Payments Limited
“Walcome maasage Daar Cusiomer, please complhete the payment for the iollowing items below:
“Theni you e asags Tharnik yau for your ander.
W Link detsils
o s Troier 1D shauid b unigues, 8 1 40 ohiaractars Hong and coniain only leiiers and numbers.
Leawe emply. Autnmabed amder idwil be provded
“Expiry date Wednesday, August 9, 2017 =]
“Tranzaction Type Pt e w
“Marchant cumancy GEP W
*Bank MID: Select a bank Mid W
= ==
* AUl 5T 65T O 1B
Ifam reama Gty Unit Placs amount “"m " Amount
“ 1 x ]-.- o o w = =]
(K1) 0.0 ooe
tatal omier ol ot aimcunt
[ Creats Payment Link
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To the right previews of the email and link page are provided.

Dt Cuigiarmosr,

o e necsivesd & Recuest for Paymen from |Test Menshant for BUD0 | GEF

Tis comiplet your paymant, pléase click $ie link balow or copry this Brk and pastes it ifo your Browser addess. Far

Plesles dhaat e pape axpines on WWednesday, Angust 5, 207 .

Do not hesitabe o contact us for queries relaxing o this onder,

Je il ol guatigabily i len ]
+d4 0123 1234587

oifar confect

Tesf Merchant

Email Preview

Page 30 of 57
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Preview enail | Preview Link Page |

ERCLFE P T LT 3 YO Y HLETP RS

Test Merchant

Order ID
fer he

=

Mobe that the page expires on ABg 3, 2007

Upain comipletion of your payment, & recedpt will be sent to the amall below.
O Mo, | do not requine & recedpt.

“Plezse salect your billing country:
= st Gouniry =

Thaarik o fior yowr cncer

[voma 8444 4948 4491 1484 .]
L

‘.'|= ML Wi LICE
moa | e

| SE—
r———

Srzch Lar red

Link Page Preview

The Company and Link details are entered first. Then the content of the email and/or Link Page can amended/customised.

of ) PAYMENTS
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5.1 Company Details

& Company details

*Trading As Name

Logo: (Max size 50kb, 300x300)
*Customer Service E-mail
Customer Service Telephone

Other Contact Details

= Link page details

*Page fitle:
*Welcome message

*Thank you message

Test Merchant

Ml show logo
email@yourcompany.com

+44 0123 1234567

Myriad Payments: Limited

ED

Dear Customer, please complete the payment for the following items below:

Thank you for your order.

The details entered here enable the user to personalise the Link Page to present a corporate page that the customer
will recognise, with suitable messaging to allow them to understand what is required.

These details are set in the system. Here, they can be temporarily changed, if required, but the values will not be
kept for future transactions. If a permanent change is required, please contact the Service/Support Desk.

5.2 Link Details

™ Link details

Order ID

*Expiry date

*Transaction Type
*Merchant curmrency

*Bank MID

£= Products
* Add at feast one item

Htem name

Wednesday, August 9, 2017

Purchase

GBP

A\ Order 1D should be unique, £ to 40 characters long and contzin only
letters and numbers.
Leave emply. Automated order id will be provided

Select a bank Mid

Qty. Unit

Piece amount

Tax m % Amount

5.2.1 Bank MID

0.00 0.00 0.00

total order total ta total amount

Where an organisation has more than one settling bank account, a choice of Bank MID’s is offered. The appropriate
Bank MID should be chosen to meet the requirements of the transaction.
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ED

The details of the ordered products and costs are entered here, so that the customer understands what the payment
is for. At least one product must be entered.

A new item is added by clicking the “+ Add item button”.

e |tem name — a brief description of the product that the customer has purchased
e Qty.— Quantity, the number of items ordered
e Unit — the unit of measure of the item, selected from the drop down list
e Piece amount — the unit cost per item
e Tax — either the tax amount or the tax percentage can be entered; the highlighted default is “Amount”,
clicking the “%” symbol will open the percentage input field:
o Amount — enter the tax amount for the purchase of the single or multiple items purchased; the
percentage will automatically be calculated and shown in the percent field
o % - enter the tax rate as a percentage; the amount of tax paid on the purchase will be calculated and
shown in the “Amount” Field
e Amount —is a calculated field, i.e. cannot be entered; it will show (Qty. x Piece Amount) + Tax Amount

YN}

As more items are added, the “total order”, “total tax” and “total amount” are shown below the last item entered.

PAYMENTS
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As the details are added, they are added to the Preview Link Page:

% Link To Pay

Flalds marked with 2 *are mandaiory

& Company details

Presiew ernail

Preview Link Page

Test Merchant

—
unit prios
0
2

fhat the page eapires on

Upon compistion of your payment, 5 raceipt wil b sart to the amall below.

“Please salsct your billing couniry:
~ seleet couniry —

[Thari you for yeur arder.

“Trading As Mame Test Merchant
ot e — -
“Customer Sarvice E-mall emaiEyoLrTompany. com
Customer Service Talephone +44 01123 1224567
Ofmer Contact Detalle Anciher contact methed
& Link pspe detsils
“Page fitle: Myriad Payments Limited
Diear Cugiomer, nplet the payment fr the Salowing ivams beiow:
“Thank you messags Tharik yau fir your crder.
W Link detsils
OvriD | 1ZMGSABCOER & Ordar 1D shes b uriqaa, 8 45 40 charmotass longy and contain saly fefiers and numbars
Lacw ity Auicemaded arter  wil ke provided
“Explry dafe Wisdneaday, August 0, 2017 ®
“Transsction Type | Purchass
*Merchant currency GEP
“Bank MID 21240872 - EVO Paland Senice no-gambling - EUR, EUR, GBP, GBP
— =
* Add at /easT One fem
= = — — —
“1. |Product 1 1 x 10 - |1 1000 11.00 u
“2. |Product 2 2z X |2 + |025 1250 450 u

14.00
ot e

15.50
ol ameum

Page 34 of 57

hnwother contact method

OIMo. 1 go nof require & receipt.
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RD
5.3 Create Payment Link

Once the Company and Link Details are complete, and the Email and Link Page are as needed, the Create Payment
Link button, at the bottom of the page, can be clicked. Once this is done the application creates the payment link
page and sends the email to the customer.

Underneath the Create Payment Link, the recipient customer’s email address can be entered:

hitps:{icashier-tumkeyga test myradpayments. com/uilink-to-pay/800c285e-dd35-48c1-2c35-ch3Th8a 1385a E
& Send email
Merchant specific text Do not hesitate to contact us for queries relsting to this order.
*To email

The customer will receive the email, with the link to the payment page:
Payment request 123789ABCDEF for Test Merchant mbax «

link2pay@intelligentpayments.co.uk
to me -

Daar Customer,
“fou have received a Request for Payment from Test Merchant for 13.50 GBP.

To complete your payment, please dlick the link below or copy this link and paste it into your browser address bar:
hitps: licashier-turnkeygs test myrisdpayments com/uillink-fo-peay’29201 51 2-25038-40805-8 1 fe-a 751 S2adBefT

Mote that the page expires on 8th of August .

email FEyourcompany. com
+44 01232 1234587
Another contact method

Test Merchant

 PAYMENTS
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This looks like the Preview Email tab in the Back-Office page:

Preview emasil Preview Link Page

Sawve as Default

Order reference |123789ABCDEF

Dr=ar Custorner,
fou have received a Reguest for Payment from |Test Merchant for 13.50 | GBP

To complete your payment, please click the link below or copy this ink and paste it into your browser address bar:
hitpseashier-lurmkeyqa. testmyriadpayments.comfuillink-to-pay29520151 2-25b4-45d5-81fe-a26 192e d 3ef7

Mote that the page expires on Wednesday, August 3, 2017 .

Do not hesitate fo contact us for quenes relating to this order.

email LAPCOMMEEITY. COr
+44 0123 1234567
|Another contact method |

Test Merchant

) PAYMENTS
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The link will connect to the page, where the customer can enter the payment details, n.b. the customer must enter their billing country before proceeding:

BOLEHT T WU e R FTET B B

Test Merchant

linkToPay.panel emailDetails.inifValue welcomelMessage

item.
Product 1
Product 2

Total

Mote that the page expires on Wednesday, August 9, 2017

Upon completion of your payment, a receipt will be sent to the email below.

vaug Y co.uk

*Please zelect your billing country:

— select couniry -

a

linkToPay_panel emailDetails inifValue thankYouMessage
email @yourcompany.com
+44 0123 1234567
Another contact method

This: orline mérchant is localed in Thid Floor, Learse Place #50 Town Rangs, GEZ8GIBRAL TAR, United Kingdom,
This: i% 3 retall shie locaried in Unised Kingdom, non Unised Kingdorm candoldans moy be subject o imemafional fees.
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unit price subtotal
10 11
1 25

12 . 13.5GBP

[ Mo, | do not require a receipt
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Again, this reflects the Preview Link Page in the Back-Office page:

Freview email Preview Link Page

BROGHT B0 YO B

Test Merchant

123783ABCDEF

ik TaiPay panel smailDetails nifvale welsomeMassags

tem
Product 1
Product 2

Total

Mote that the page expires on Aug 9, 2017

Upon completion of your payment, a receipt will be sent to the email below.

*Please select your billing courntry:

— select country —

EnkToPay.panel emailDetails. initvalue thankfoulMessage
Another contact method

i namhar

O Mo, I do not require a receipt.

[woa wtm e @

(%)

waryp LT
11|
"

| Emecth Liminal
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subfotal
11.00
13.50
13.50
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The Payment Form presented to the customer is a Level 1 PCI Compliant form that keeps the customer’s payment card data secure.

o

B
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6 Void

The Void page allows the user to search for a specific transaction,

13 Void

Order ID:

Show 10 Vv |Entries

[V | T

10/07/2017 14:44:70

N0TI2017 14:43:25

100712017 14:37:04

ANO7/2017 11:16:48

104072017 11423

10407/2017 11:05:01
10407/2017 02:29:45
10407/2017 02:20:40

1040702017 02:20:01

0072017 02:18:28

P4V S Y eBAS WL eEV
el a1 Gkl 60
HKEDSFHILTXDUpLOIcXd
LLACUATXWDXYamD 5y
TiZ2ndBmZPo|lSe5S 76
dozbn SgViWe2DOXBEHWY

KEHT2BekOYWCDVXOVEIE

Customer Name:

UNIT-TST- 1489684250720
UNIT-TST- 1459684206210
UNIT-TST- 148
deme-1499631798441
deme-1499681482111
deme-1499681080430
adZZTUIRITLOY MYk
UDZHFTHAHZISFLUY]

ZVITTUm|FIWEWSTY DaTE

eI G2ROnK Y whMhATS

Currency:

Selact cummencyfies)
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so that it can be voided, effectively cancel it.

visa
visa

visA

visA
visA
visa

visa

585131706B390834

5851317066300834

5513170

adromvhuyen@gmall com

5063463111

BE74E0BI4531111

7450634531111

7450634531111

£777

E777

€ 265.00

LLLLLLLLLE

FOR CAPTURE

NOT SET FOR CAPTURE

FOR CAPTURE

NOT SET FOR CAPTURE

NOT SET FOR CAPTURE

NOT SET FOR CAPTURE

FOR CAPTURE

NOT SET FOR CAPTURE

NOT SET FOR CAPTURE

NOT SET FOR CAPTURE
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void
Each line in the Void Transaction List has a Void button in the left column.

Clicking the Void button will ask the user to confirm the action:

Important information

“fou are about to process transaction with id(s) demo- 1409420008062, are you sure?

Clicking Cancel will simply return the user to the Void Transaction List.

If OK is clicked, the application will process the Void action, and confirm the completed action to the user:

Important information

1 transaction(s) have been successfully VOIDED

The transaction will be removed from the Void Transaction List. It can be found, again, using the Transactions menu
option (see Section 2).

The available Search Parameters and functionality are the same as that for the Transactions menu option (see
Section 2.2). However, only statuses of “SET FOR CAPTURE”, “NOT SET FOR CAPTURE"” and “SET FOR REFUND” are
available. These are the only types of transactions that can legitimately be voided.

The Void Transaction List shown and its functionality are the same as that for the Transactions menu option (see
Section 2.3), except for the Action Button. However, only those transactions with statuses of “SET FOR CAPTURE”,
“NOT SET FOR CAPTURE” and “SET FOR REFUND” are available. These are the only types of transactions that can
legitimately be voided.
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7 Capture

The Capture page allows the user to search for a specific transaction, so that it can be marked for capture, to recover the previously authorised funds from the customer’s
account, that are awaiting further action.

(@] Capture

Order ID: Customer Name: Status: Date:
Crder D Cus Select statusas Date -
Customer ID Amount: Currency:

Gustomer ID o - Sefect currency(ics)

Show| 10 w | Entries

[~ Jocton | i o - | customer o + orerp
m 1000772017 16:02:14 unit_test UNIT-TST- 14586

180214 4506088341 visa (AR ™ 1 OR CAPTURE
072017 144410 VISA crrr ol ET FOR CAPTURE
(MOTAI07 14:43:5 VISA [TE OR CAPTURE
0OTI2017 14:37:04 vIsA [RE I 1) GAPTURE
072017 11:16:48 sl cam €500 g ET FOR CAPTURE
(MOTH2017 11 23 A g ail eom €13a00 g
072017 11:08:01 XKEDSFHIL7XDUpLIEXS gmail.com €mso0 g
(MO7/2017 02:21:45 VISA o'
00712017 02:20:40 VISA ol
00712017 02:20:01 VISA €wo00 i
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Full Captiipe
Each line in the Capture Transaction List has a Full Capture button in the left column.

Clicking the Full Capture button will ask the user to confirm the action:

Important information

“fou are shout to process fransaction with id{s) UNIT-TST-1409638834150, are you sure?

Clicking Cancel will simply return the user to the Capture Transaction List.

If OK is clicked, the application will process the Capture, and confirm the completed action to the user:

Important information

1 transaction{s) have been succassfully CAFTURED

The transaction will be removed from the Capture Transaction List. It can be found, again, using the Transactions
menu option (see Section 2).

The available Search Parameters and functionality are the same as that for the Transactions menu option (see
Section 2.2). However, the status parameter is disabled, as only “NOT SET FOR CAPTURE” transactions can
legitimately be set for capture.

The Capture Transaction List shown and its functionality are the same as the Transactions (see Section 2). However,
only those transactions with status of “NOT SET FOR CAPTURE” are available. These are the only types of
transactions that can legitimately be captured.
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8 Refund

The Refund page allows the user to search for a specific transaction, so that it can be refunded, paying the monies back to the customer. Full or partial refunds are
available.

The Refund Transaction List has two action columns. Full and Partial refunds are available.

4 Refund

Order ID Customer Name: Status: Date
Order ID Customer Name Sefect stafusaz Date -
Customer ID: Amount: Currency:

Gustomer I m P . ‘Sefect curency(ies)
Show| 10 v |Entries

102102 & 2109-4 5 £ 14-8cBcd 318, - 1122334455

[ Full Retund | QO7/2017 16:02:12 E10.00 e1000| g | CAPTURED
m o £1000 c1won| §@ | CAPTURED
[ Fun Retund | Part Retuna £10.00 ci000| gl | CAPTURED
[ Full Retund | £10.00 ci000| G | CAPTURED
[ Full Retund | VISA €800 emoo| g | CAPTURED
m Part Refund VISA €40.00 €400 g | CAPTURED
[ Full Retund | 2102 £10.00 £10.00| g | cAPTURED
[ Full Refund | 2102 £10.00 e100| f@ | caPTuRED
[ Fun Retund | Part Retina 2102 £10.00 g0 g | CAPTURED
m 2102 3356206 24c0-4776-00b8-a2 26 T0266E0 11223344 55667768 £10.00 c100| f@ | CAPTURED
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8.1 Available Actions
8.1.1 Full Refund Action Button

| Full Refund |
Each line in the Refund Transaction List has a Full Refund button in the left column.

Clicking the Full Refund button will ask the user to confirm the action:

Important information

“fou are about to process transaction with id{s) 10b0PxlusBqlritd JESex, are you sure?

Clicking Cancel will simply return the user to the Refund Transaction List.

If OK is clicked, the application will process the Full Refund, and confirm the completed action to the user:

Important information

1 transaction{s) hawe been successfully REFUNDED

The transaction will be removed from the Refund Transaction List. It can be found, again, using the Transactions
menu option (see Section 2).

f | PAYMENTS
Page 45 of 57 R M



8.1.2 Partial Refund Action Button

Lctlon

Pari Refund

Each line in the Refund Transaction List has a Partial Refund button in the second left column.

Clicking the Partial Refund button will ask the user to input the amount, and any comments related to the refund
action:

Important information

Refundable amount for Transaction rf1tksyl THUXFBTIHW is 80.00 EUR

Please input amount in and confirm

Comments

Clicking Cancel will simply return the user to the Refund Transaction List.

If OK is clicked, the user is asked to confirm the action:

Confirm transaction

Are you sure you want to refund 40.00 EUR on transaction rifitksylTfjluXFETSHW on payment account
ree=11112

Clicking Cancel will return the user to the previous dialogue box (above), where the refund amount is entered.

If OK is clicked, the application will process the Partial Refund, and confirm the completed action to the user:

Important information

1 transaction{s) hawe been successfully REFUNDED

The transaction will not be removed from the Refund Transaction List, as there are still funds available for refund.
So another partial or full refund of the balance can be performed.

N.B.it is possible to refund the full amount using the Partial Refund action button, effectively the same as using
the Full Refund action button. In this case, the transaction would be removed from the Refund Transaction List.
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The available Search Parameters and functionality are the same as that for the Transactions menu option (see
Section 2.2). However, the status parameter is disabled, as only “CAPTURED” transactions can legitimately be
refunded.

The Refund Transaction List shown and its functionality are the same as the Transactions (see Section 2). However,
only those transactions with status of “CAPTURED” are available. These are the only types of transactions that can
legitimately be refunded.
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9 Selected Reports - Detailed Transaction Report

The purpose of the Selected Reports — Detailed Transaction Report is to produce a detailed dataset that can be
merged with other Bl data or reported on using a third-party tool. The report produces a wealth of data about the
individual transactions. As a standard format, Comma Separated Values (CSV) can be imported to most if not all
reporting tools and databases. The data can be used by MS Excel immediately, so that the chart and tabling
functions can work on the data.

Ll Reporting
osterange: | 20770711 20170711 o stas: | St ntoes

The initial screen waits for user to enter the parameters for the report, see section 9.2 Search Parameters.

The ‘Preview Report’ button must be clicked to show the report in the preview window.

il Reporting
Date range:  2018-07-01- 2018-07-31 g Status: Select statuses

Q Preview Report | & Download CSV Report

Shoy Ent

I e e e e g T T T T

No actions can be performed on the transactions.
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Two Search Parameters allow the user to find transactions based on date and/or status:

Parameter

Conditions

Date Range

all transactions for a date range for the Created transaction date/time
a From and To date are selected
one day can be selected by selecting the same date for From and To

Status

all transactions at a single status or several statuses
each Status value must be chosen separately, by clicking in the parameter field
the available values are:

e CAPTURED

e COMPLETED REFUND

e DECLINED

e ERROR

e |INCOMPLETE

e NOTSET FOR CAPTURE

e SET FOR CAPTURE

e SETFOR REFUND

e VOID

When the search parameters have been entered the Preview Report Button must be clicked to render the report on

screen.

The Download CSV Report Button is used to save the report to a location and filename of the user’s choosing. The
function uses the browsers save function.

N.B. it is not necessary for the Preview Report Button to be clicked to download the report, although it is advisable
to ensure that the correct information is being saved.

The Clear Button is used to simply clear the search parameters.

To reset the report to its initial or default state, i.e. clear the search results, the user must click the Selected Reports

— Detailed Transaction Report menu option again.
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10 Selected Reports - Summary Report

The purpose of the Selected Reports — Detailed Transaction Report is to provide an overview of sales and refunds
over time. The user to preview, print and download, as a PDF document, details about transactions.

The information is not in a form that can be merged with the user’s own reporting systems. However, it can be used
for managerial and audit purposes, and included in other documentation.

The report provides information about the sums of the confirmed and pending sales and refunds, grouped by
currency and merchant bank account for a selected date range.

€l Reporting

Lastweek  Lastmonth | Last7days

The initial screen waits for user to enter the parameters for the report, see section 10.2 Search Parameters.

il Reporting

Lastweek | Lastmonth | Lasi7days

Barrysboat PROD test BOI&®
-

-
toccount vohume

1 0A0EUR

subtotal 0 000 EUR

Fage 11

No actions can be performed on the transactions.
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One Search Parameter is defined for the Summary Report, to allow the user to report on transactions:

Parameter Conditions

all transactions for a date range for the Created transaction date/time
Transaction Date a From and To date are selected

one day can be selected by selecting the same date for From and To

Three buttons give pre-set or shortcuts to date ranges for the Transaction Date values:

e Last Week: shows the previous calendar week, Monday to Sunday inclusive

e Last Month: shows the previous calendar month, from the 1 to the 28%/29%"/30%""/315" inclusive

e Last 7 Days: shows the previous seven days before the current day. E.g. if current day is Friday, the chart will
show the previous Saturday to Thursday.

These buttons set the date range in the Transaction Date parameter, only. The Preview Report Button must be
clicked to produce the report.

When the search parameters have been entered the Preview Report Button must be clicked to render the report on
screen.

The Download PDF Button is used to save the report, in PDF format, to a location and filename of the user’s
choosing.

N.B. it is not necessary for the Download PDF Button to be clicked to download the report, although it is advisable
to ensure that the correct information is being saved.
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10.3 Report Example

Barrysboat PROD test Ev()

date range GG DG B T g ]

currency ELLESINE 72000470
sent for settlernent trx count vilume

confirmed sales g 3.50

confimmed refunds i -3.30
subtotal 14 0.20 EUR

pending sakes o0 0.00

pending refunds 0 -0.00
subtotal 0 0.00 EUR

Page 1/1

The report shows the number (count) of transactions and summed amounts of the transactions in a period. The
figures are for sales and refunds, giving a net total.

Two totals are calculated:

e transactions that have been sent for settlement to the acquiring bank
e transactions that are marked for settlement, but have not been sent to the acquiring bank

Each set is grouped by Currency and Bank MID.
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]
11 Settings

£ Settings

@ Password settings.

SS— ] p—
Password shouid be & to 50 characers long.

Strong password must contain caps, letters, numbers and any of the allowed symbols:
=500

“New password [ ]

*Confirm new password

& Change Password
@ Datertime settings
St i e | (G010 e Bstos, B v [ R ]
= 3D Secure Settings (Ecom) On m
"8 Language settings
Select language
I |
.
11.1 Password Settlngs
@, Password settings
*Current password [ ] AWaming!
Password should be 8 o 50 characiers long
*New password [ ] Strong password must contain caps, letters, numbers and any of the allowed symbols:
=15.00
*Confirm new password
B Change Password

To change their password, the user must first enter their existing password, as a security measure to ward against
malicious intent.

Then the new password is entered. Confirmation is required by re-entering the same, new password.
To change the password the Change Password button must be clicked.

During input, two icons appear on the right, inside of the input field

*MNew password [ sussnens a

Clicking on the left icon =, and holding the left mouse button will temporarily reveal the password.

Clicking on the right icon ﬁ), will permanently reveal the password.
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11.2 Date/Time Settings

@ Date/ime settings

Select Date Format yyyy-Mii-dd HH:mmss W B Save

Select Time Zone: (GMT +01:00) Belgrade, BErafislava, Bu v [El Save

11.2.1 Select Date Format

@ Dateftime settings

Select a date format
Select Date Format yyyy-MM-dd HH:mm:ss
dd/MMAyyyy HH:mmess

Calert Time Frnee (AT =01-NM Belnrada Braticlawa B we
Date/Time Settings allows the user to choose their preference of the format in which the dates are displayed.

Currently, two settings are provided:

o yyyy-MM-dd HH:mm:ss

e.g. 2017- 01-01 10:15:43 = 43 seconds after a quarter past ten in the morning on the 1% January 2017
e dd/MM/yyyy HH:mm:ss

e.g. 01/01/2017 10:15:43 = 43 seconds after a quarter past ten in the morning on the 1% January 2017

Having selected the format, the user must click the Save button alongside the choice.

11.2.2 Select Time Zone

(GMT -03:30) Newfoundland
(GMT -03:00) Brasilia ~
(GMT -03:00) Buenos Aires
(GMT -03:00) Cayenne, Fortaleza
(GMT -02:00) Greenland
(GMT -03:00) Montevideo
(GMT -04:00) Santiago
@ Datefime 5et[ing5 (GMT -02:00) Coordinated Universal Time-02
(GMT -01:00) Azores
(GMT -01:00) Cape Verde Is.
({GMT) Casablanca
Select Date F (GMT) Coordinated Universal Time
slect Date Format | vopaT) Dublin, Edinburgh, Lisbon, London
(GMT) Monrovia, Reykjavik
GMT +01:00 Amsten:larn Berlln Bemn, ane Stuckhulm "u'ienna

Select Time Zone: B
(GMT +01:00) Brussels Cnpenhagen lu'ladm:l Paris
(GMT +01:00) Salajem Skopje, Warsaw, Eagreb
(GMT +01:00) West Central Africa

(GMT +02:00) Windhoek

(GMT +02:00) Amman

= 3D Secure Settings (Ecom) | (GMT +02:00) Athens, Bucharest, Istanbul

{GMT +02:00) Beirut

(GMT +02:00) Cairo

(GMT +02:00) Damascus

. (GMT +02:00) Harare, Pretoria

Filter (GMT +02-00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius
(GMT +02:00) Jerusalem

: (GMT +02:00) Minsk v
o e SIS |

The user can set the time zone preference. The system will adjust the times displayed to match the user’s time.
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= 3D Secure Settings (Ecom) m o
Filter
I R
[ < B >
Y Create New Filter 1l Delete Selected Filter

This setting sets the default action of whether, when a transaction is processed, the system attempts a 3D Secure
method of authorisation.

This setting can be overridden in the individual transactions.

Filters (see below) can be set to trigger 3D Secure under certain conditions.

If no Filters are set, and 3D Secure is “On”, then customers will have to completed 3D Secure for all transactions.
If 3d Secure is never needed then “Off” should be selected.

= 3D Secure Selings (Ecom) - 3

8 Language settings

Select language:

Engish v

To create a new 3D Secure Filter, click the “Create New Filter” button. This present a set of input fields to enter the
condition:

= 3D Secure Seftings (Ecom) m on
Filter
I S
< >
Wi
Y Greate New Filter i Delete Selected Fitter
“Title: | Fiter fitie ] Description: | Fitts
Condition 1: [ v

e Title: enter a short descriptive title for the filter
e Description: this can be longer and more explanatory, and include any comments that are required
e Condition: select a condition for the filter, subsequent input fields will open to accept the required values

= 3D Secure Settings (Ecom) m o
Filter
I
< >
Y Create New Filter i Delete Selected Filter
*Title: First Time Card Use Description: | Hransactions with the card will not frigger 3D Secure.
Conditon 1: First Time Transacton v | | e v False:
8

Conditions can be combined, to set more specific and sophisticated filters. Click the green “+” button to add more
conditions to the filter. Once all the conditions are set up, click the “Save Filter” button.
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= 3D Secure Settings (Ecom)

[
Filter
O R
< >
Y Create New Fiter WDelete Selected Filter
*Title:  First Time Card Use Description: | | transactions with the card will not trigger 3D Secure.
o =z

The above filter triggers 3D Secure for all first-time purchases for £50 or more, i.e. greater than £49.99.

Other filters can be created to trigger 3D Secure under other conditions. If the filter above is the only one set, then

all other transaction will not trigger 3D Secure, i.e. a third-time transaction for a card for £150 will not trigger 3D
Secure.

To do this, another filter needs to be created, as shown below:

= 3D Secure Settings (Ecom)

Y Create New Filter 1 Delete Selected Filter
“Titie: | Allransaclions over £99.99 Description: | A transaction amount of £100 or greater will require tf
Condiition 1: Amount v Greater Than ~ L)
a =3

This filter requires that all transactions over £99.99 are required to be confirmed with 3D Secure.

Care must be taken when designing and creating filters, as some can become redundant. Also, filters are
processed in the order that they are created. As soon as a filter condition is met, 3D Secure is triggered.

In the above examples, if the amount in the second filter had been made £49.99, as well, this would effectively make
the first filter redundant, as all transaction of £50 and over would be triggered by the second filter. However, not

putting a value on the amount of the first filter, would enforce that all first-time transactions were confirmed using
3d Secure.
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11.4 Language Settings

B Language settings

Select language:

Hungarian
Spanish
German

The user can their preference for the on-screen language of the Back-Office and Virtual Terminal.
The languages currently supported are

English
German
Hungarian
Spanish
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